Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 1The Accounting MeterNevil BrownleeComputer CentreThe University of AucklandToronto IETF, Thu 28 Jul 94

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 2Introduction¥Accounting Meter—Small host, attached to a network—Observes data packets—Builds a table of traffic flows¥Traffic Flows—A flow is a stream of packets between two network hosts—Flows are bi-directional, Source and Dest are specified by the user—Each �end� is described by a set of attributes—Flow has other attributes, e.g. octet and PDU counts, creation and last-use times

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 3MIB Outline¥Current version documented in I-D: draft-brownlee-acct-meter-mib-00.txt¥Currently experimental.99 in the MIB tree¥Four sections—acctControl Meter control—acctFlowdata Traffic flows—acctRuledata} Packet-matching rules—acctActiondata} and actions

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 4Definitions¥Address Attributes—Adjacent Address: link layer—Peer Address: network layer (IP, IPX, EtherTalk, DECnet, CLNS)—Transport Address: varies with protocol (IP port number)¥Address Masks—Each address attribute also has a mask—Mask bits indicate which address bits are significant

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 5Rule Table (i)¥Rules describe the flows of interest as a set of patterns¥Meter matches these patterns against every packet it processes¥Each address attribute also has a Mask¥Mask bits indicate which address bits are significant¥Packet processing — —Classify: match patterns to determine flow. No match —> ignore this packet—Search: make sure flow is in the meter’s tables—Count: increment flow counters, set times

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 6Rule Table (ii)¥A rule is a row in the meter’s rule table¥Each rule has the form { Attribute, Mask, Value, Action, Index }¥Attribute is ANDed with Mask and compared to Value. Equal —> execute Action. Index is a parameter for Action¥Action is performed when a rule is matched —Count / Tally / Aggregate—Matching flow control—Matching subroutines

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 7Flow Table¥Flows stored as rows in a matrix—Rows may appear and disappear¥Creation Table—Window into the flow table, indexed by Create Time, i.e. time the flow�s first packet was seen¥Activity Table—Window into the flow table, indexed by Create Time, i.e. time the flow�s first packet was seen

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 8Creation and Activity Tables¥Allow collection of flow data by several collectors at different intervals¥SNMP object IDs for �creation� and �activity� table entries include an index and a time¥Meter returns the first SNMP object with both time and index greater than the requested OID values¥This allows a collector to find all the flows created or active after a specified time

Slide Title¥Body Text—Second Level¨Third Level¥Fourth Level—Fifth LevelThe University of AucklandRMON 9Meter Control¥Meter maintains table of collector IP addresses and collection times — acctCollectorInfo¥Flows which haven’t been active since last recorded collection can be recovered¥InactivityTimeout variable specifies minimum lifetime for flows ¥HighWaterMark variable warns meter garbage collection should be speeded up. NeTraMet does this by reducing InactivityTimeout