OSPF MD5 AuthenticationFred Baker

Company ConfidentialProblem StatementIt Ain’t Good Enough¥Today’s OSPF runs either no authentication or simple password¥subject to attacks¥Proposal: Use MD5 with a sequence number2

Company ConfidentialPresent OSPF Header301234567891 0 1 1 1 2 1 3 1 4 1 5 1 6 1 7 1 8 1 9 2 0 2 1 2 2 2 3 2 4 2 5 2 6 2 7 2 8 2 9 3 0 3 1 VersionTypePacket LengthRouter IDLink State IDChecksumAuthentication TypeAuthentication Key

Company ConfidentialOSPF Message under MD5 Authentication401234567891 0 1 1 1 2 1 3 1 4 1 5 1 6 1 7 1 8 1 9 2 0 2 1 2 2 2 3 2 4 2 5 2 6 2 7 2 8 2 9 3 0 3 1 VersionTypePacket LengthRouter IDLink State IDChecksumAuthentication Type = MD5Offset to DigestReservedNon-Decreasing Sequence NumberOSPF PDU ContentsMD5 Message DigestZero or more bytes of pad64 bit message length