Figure 1 - NAS requests Authentication/Authorization From Institution specified with uid

NAS 2

NAS 3

NAS 4 user@realm A

Internet Cloud

user@realm C

NAS 1

kerberos local authorization

Institution "C"

AAServer

Institution "A"

Institution "B"

unix pw

NAS 1

NAS 2

NAS 4

NAS 3

NAS n kerberos local authorization

Institution "A"

AAServer unix pwInstitution "B"

Institution "C"

Institution "n"

Figure 3 - NAS get ipaddress and public-key of AAserver from key distribution center

user@realmA ipaddress

Maps realm to public-key

Realm Server message director user@realm C user@realm A

message switch maps requests and responses between NAS and AAServers

Figure 2 - Message switch - routing by authentication realm and NASid

switch

NAS 1

NAS 2

NAS 3

NAS n kerberos local authorization

Institution "A"

AAServer unix pwInstitution "B"

Institution "C"

Institution "n" helper

Figure 4 - NASs connected to "helpers" which pass requests to remote AAServers

user@realmA

NAS 4

NAS 1

NAS 2

NAS 4

NAS 3

NAS n kerberos local authorization

Institution "A"

AAServer unix pwInstitution "B"

Institution "C"

Institution "n"

Figure 5 - NASs connected to "helpers" which pass requests to remote Authentication /Authorization Servers

helpers/switch

user@realmA

kerberos local authorization

Institution "A"

AAServer unix pwInstitution "B"

Institution "C"

Institution "n"

Figure 6 - NASs connected to "helpers" which pass requests to remote Authentication /Authorization Servers user@realmA

NAS 1

NAS 2

NAS 3

NAS n

NAS 4 helper type A

Maps realm to ipaddress public-key

Realm Server helper type B

Standard Protocol

Proprietary Protocol A

Proprietary Protocol B

NAShelper

Figure 7 - Helper Interfaces - to NAS, AAServer, or other helpers

Standard helper/AAServer protocol

Proprietary

NAS/helper