Page 1129_025/c51

RSVP Cryptographic Integrity ObjectFred BakerCisco Systems129_025/c52

Observations¥We depend on transitive relations inRoutingPolicyAuthentication¥RFC 1323 MD5 algorithm already implemented in SNMPv2, OSPF, etc.¥Need authentication, not privacy129_025/c53

Object format¥MD5, potential for SHA or other algorithms¥Untransmitted shared secret¥Non-decreasing sequence number reduces exposure to replay attacks

LengthINTEGRITYC-Type = 1Key #Sequence NumberShared Secret/Message Digest129_025/c54

129_025/c56

Key management¥Shared secret by neighbor or interfacemulticast ==> per interfacetunneled neighbors ==> per neighbor¥When more than one active key, encode with most recently started, decode with any valid key ¥Keying algorithm attribute of key used¥Key switchover requires some care

Page 2129_025/c57

Performance Considerations¥Anyone who told you MD5 was fast was mistaken- fast is not the point¥Little need for UDP/RSVP checksums in presence of MD5 Checksum