
IP geolocation through the lens of an academic: Where
do we stand?
Kevin Vermeulen

LIX, CNRS, Ecole Polytechnique

ABSTRACT
IP geolocation and academic research is a long-told story.
And yet, after decades of research, it is still an open problem,
and there exists no public, accurate, large-scale, IP geoloca-
tion dataset coming from the academic world. However, IP
geolocation is one of the most used metadata in the com-
munity, and researchers would love to have access to such
a dataset. As both recent users of IP geolocation data and
contributors to design of new IP geolocation techniques, we
share in this paper our experience on how the research com-
munity apprehends geolocation, and open a discussion on
research on IP geolocation and its usage and how we could
improve it.

1 INTRODUCTION AND MOTIVATION
For academics, IP geolocation has all the properties of an
interesting research problem. It is very easy to understand,
can be tackled with multiple approaches, and has a multitude
of use cases. Indeed, after all, it is just mapping an IP address
to its physical location. When looking a bit at the work that
has been done in the field, one realizes that they could use
different types of network measurements, such as latency [6,
9, 10, 20, 22], topology [4, 12], DNS [3, 11, 14, 18], statistical
techniques [6], machine learning techniques [7], and even
recently, generative AI [19]. With all this prior work, one
could wonder where to find the public datasets associated
with the different techniques, and take the union of them
to have a large-scale, accurate IP geolocation dataset that
has been validated by the research community, or the code
to replicate the different techniques and obtain their own
dataset. However, it does not exist. It does not exist because
a lot of academic research in IP geolocation (and still today!)
do not provide a usable dataset for other researchers, or a
code to use the techniques.
The consequences are two-fold: First, as there is no con-

sensus of what “good” geolocation is among the community,
researchers perform their own IP geolocation in various
ways, without using the state-of-the-art techniques. Some
common techniques include latencymeasurements from van-
tage points with known geolocation [8, 17, 21], retrieving
geolocation information from rDNS names [2, ; 17; 13], or
use private geolocation databases [15], or use a combination
of these different methods [17]. Given the lack of consen-
sus, our experience, on both the author and the reviewer

side, is that there is often, if not always, a discussion around
the geolocation methodology. We argue that the community
needs to define its expectations of what a “good” geolocation
methodology is, so IP geolocation is no longer a subject of
discussion when this methodology is respected. In this paper,
we propose to start the discussion to reach this goal (§2).

Second, for designers, the absence of code and datasets of
state-of-the-art techniques can be frustrating. For instance,
some prior work claimed “street level geolocation” [20],
whereas their technique was evaluated on a few dozens of
IP addresses. As designers of new IP geolocation techniques,
we wanted to replicate the street level technique to compare
its performance with ours. Carefully replicating this paper
took us a tremendous amount of work, and can certainly
discourage students from working on this topic. Fortunately,
the IMC conference recently encouraged replicability and
started a replicability track [1], and our work naturally found
its place there [5]. In this paper, we want to share our expe-
rience and difficulties that we faced during our replication
work, and want to open a discussion to define strong recom-
mendations to help the research in IP geolocation (§3).

2 TOWARDS A CONSENSUS ABOUT
ACCEPTABLE IP GEOLOCATION
METHODOLOGY

As users of IP geolocation in our different networked sys-
tems, we often faced common questions about the geolo-
cation methodology. We split the questions according to
the different methods that we describe in more detail: La-
tency measurements, rDNS names, and private geolocation
databases.

2.1 Latency measurements
Shortest ping, Constrained Based Geolocation [9], Topology
Based Geolocation (TBG) [12], and all the followup systems
using more sophisticated versions of these techniques have
the same fundamental idea to use latency measurements
from vantage points with known geolocation, to derive the
geolocation of a target IP address. There are common ques-
tions when one uses these techniques: (1) What is the latency
threshold to use to demonstrate a certain degree of accuracy
(e.g., country or city level), (2) When using vantage points
with known geolocation, but that contain errors (e.g., RIPE
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Atlas), how do you deal with the vantage points having an
erroneous geolocation?

2.2 Reverse DNS names
DRoP [11], HLOC [18], Hoiho [14], Aleph [19] and other
prior work [3] all use the idea of decoding geolocation hints
from rDNS names. When using these techniques, there is
always the question of how to deal with incorrectness of
the DNS hint, e.g., DNS information can be stale, or even
voluntarily erroneous.

2.3 Private geolocation databases
Geolocation databases suffer from a lack of explainability.
Although they offer a far superior coverage compared to
latency measurements which do not work on IP addresses
not responding to pings, and to rDNS names that often do
not contain any geolocation hint, they lack explainability,
i.e., how the geolocation was obtained. And this is largely
problematic as they do not have perfect accuracy, because
the geolocation of any IP address could be considered suspi-
cious. When using these databases, we often face criticism
about them containing errors and that one wants to perform
additional measurements to confirm their geolocation.

2.4 Opening a discussion
Given these three different types of geolocation techniques,
their limitations and the questions that they raise, can we
come up with a methodology that one could use and would
be acceptable by the community?

3 GUIDELINES FOR RESEARCH IN IP
GEOLOCATION

As designers of new IP geolocation techniques [16], we call
the community to share their efforts in the replication of
prior work, in particular to share their code, and build open
datasets for evaluating IP geolocation techniques.

3.1 Towards open code and datasets for
evaluating IP geolocation techniques

When evaluating geolocation techniques, one usually wants
to compare state-of-the-art techniques with a new one, and
evaluate on a ground truth dataset. For comparison with
prior work, sharing the code is essential to help replicability,
fairer comparisons, and faster progress. A lot of other fields
require code to be published, and if there is no strong reason
to not do it (e.g., intellectual property), this should be the
norm, and not the exception.

For the evaluation on ground truth, only a few IP addresses
with their geolocation are publicly available. For instance,
the RIPE Atlas anchors represent only a few hundreds IP

addresses. We argue that building an open dataset for evalu-
ating geolocation techniques would be a mine of gold. This
dataset could not only contain IP addresses with their ge-
olocation, but also contain their type, such as client, router,
or server IP addresses. In addition, the same thing could be
done for vantage points, if one designs a new geolocation
technique based on latency measurements.

3.2 Opening a discussion
We want to open the discussion around the form that code
sharing and open geolocation datasets could take. For in-
stance, there are questions such as whether we could build
an evaluation framework, or how to maintain and update
the open geolocation dataset, which format it would take,
who can update it, etc. . .

4 CONCLUSION
We shared our experience of using and designing IP geoloca-
tion techniques, which is one the most used and important
metadata on IP addresses. We hope that this paper will allow
us to start a discussion to improve how research uses and
design IP geolocation.
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